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Bidirectional linking

[Key 909F6BD6]: Hey, I am Alice's key
and I claim to be associated with
@alice on Twitter.
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Bidirectional linking

[Key 909F6BD6]: Hey, I am Alice's key
and I claim to be associated with
@alice on Twitter.

[@alice Twitter account]: Hey, I
confirm that I am associated with key
909F6BD6 .
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Prevents online impersonation

[Key D713546F]: Hey, I am Allce's key
and I claim to be associated with
@alice on Twitter.
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Prevents online impersonation

[Key D713546F]: Hey, I am Allce's key
and I claim to be associated with
@alice on Twitter.

[@alice Twitter account]: Hey, I
confirm that I am associated with key

909F6BD6 .
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Keyoxide

e Open source project
e Decentralized 1dentity
e Based on secure cryptography

e Linked to personas
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Interacting with Keyoxide
e Website (selfhostable)
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Key

hkp
9f0048ac0b23301e1f77e994909f6bd6f80f485d

yarmo@yarmo.eu

devto
yarmo

discourse
yarmom@community.home-assistant.io

DNS
yarmo.eu

fediverce
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Interacting with Keyoxide

e Website (selfhostable)

e Command Line Interface

[yarmo@agincourt ~]% keyoxide verify hkp:9f@048ac@b23301el1f77e994909f6bd6F80f485d
Verification results:
Yarmo Mackenbach <yarmo@yarmo.eu>

yarmo (devto)

yarmom@community.home-assistant.io (dis

yarmo.eu (dns)

@yarmo@pixelfe cial (fediverse)

yarmo@codeberg.org (gitea)

YarmoM (github)

yarmo@igitlab.com (gitlab)

yarmo (lobsters)

@yarmoQ@fo odon.org (mastodon)
yarmo.live (owncast)

YarmoM (reddit)

@YarmoM (twitter)
yarmo@4@4.city (xmpp)

Yarmo Mackenbach <yarmo@keyoxide.org>
keyoxide.org (dns)
@keyoxide@fosstodon.org (mastodon)

Yarmo Mackenbach <yarmo@mackenba.ch>
@yarmo:mackenba.ch (matrix)

[yarmoQ@agincourt ~]%
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Interacting with Keyoxide

e Website (selfhostable)
e Command Line Interface

e Android app (F-Droid store)
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An open ecosystem

> Libraries

doip-Js -> Javascript + node
doip-rs -> rust (in development)
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An open ecosystem

> Libraries

doip-Js -> Javascript + node
doip-rs -> rust (in development)

> Documentation

https://ariadne.i1d (in development)
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Example in rust

// Prepare the identity claim
uri =
fingerprint =
claim = Claim::new(uri, fingerprint);

// Find matching service providers
claim.find_match();

// Verify the claim
claim.verify().
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Dank je wel! Merci!

NLnet + NGIOQ
Wiktor
Seferi

https://keyoxide.org
https://codeberg.org/keyoxide
yarmo(@keyoxide.org
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